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Maximum protection for your most vulnerable 
business application
VIPRE Email Security Advanced Threat Protection (ATP 
delivers big features with a lightweight footprint 

VIPRE Email Security ATP offers enterprise-grade email 
protection in an easy to use, out of the box package, designed 
to remove the complexity and confusion surrounding 
advanced email security deployment in the hybrid work 
environment. VIPRE ATP defends your email users and 
business network against the newest, most sophisticated 
strains of malware, weaponized attachments and phishing 
techniques that evade traditional detection.

Enterprise-grade email protection in an easy-to-use 
package 

Client level reporting helps deliver greater value to your 
customers. Save time and reduce impact on resources with 
automated processes and malware determinations. Stay 
organized with simple monthly utility billing with provider
usage reports. Demonstrate service value by delivering 
regular threat report summaries to clients.

VIPRE Email Security ATP delivers:

• Powerful, multi-layered protection for your
organization’s most vulnerable attack vector - email

• Next-generation sandboxing of email attachments
and URLs

• Interactive tools to empower, educate, and enable
your users

• Technology designed to neutralize zero-day attacks
• Easy deployment with intuitive management interface
• Seamless integration with Office 365
• Technical support always on-hand for advice and

assistance

   RISING ATTACKS
The average company received over 94% of their detected 

malware through email while over 45% of malware was 

delivered by email attachments containing common Microsoft 

Office documents.1
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Powerful, multi-layered security

VIPRE Email Security Cloud is at the core of the ATP solution. It provides 
a solid foundation for email reception, handling, and bulk protection. This 
base platform includes core anti-spam, anti-malware, and anti-phishing 
technology, continuity protection against email server downtime, and highly 
customizable filtering and routing rules.

Core email reception and routing engine

Provides tough anti-spam, anti-malware, and anti-phishing protection 
against bulk malware

Sophisticated custom routing/filtering rules to meet any business need

90-day continuity protection to guard against email server outages 

Attachment Sandboxing goes a step further than traditional anti-malware by 
executing extracted attachments in a protected cloud sandbox environment 
off your network. The behavior of the executed content is observed and 
compared against our database of millions of malware samples using 
sophisticated machine learning to determine if the content could be 
malicious.

Powerful sandboxing technology built to neutralize known and unknown 
threats sent via email attachments

Protects against evasive and sandbox-aware malware

Dynamic, isolated cloud virtual machine environment that scales easily to 
handle the load from all clients 

Detailed behavioral analysis output that explains exactly what the 
attachment tried to do upon execution 

Email Link Isolation is a powerful and innovative solution that protects 
deeper than ever before, working to neutralize malicious URLs in emails and 
their destination web pages, utilizing advanced sandboxing technology, while 
simultaneously educating users about the dangers of clicking links in emails.

Rewrites URLs in emails at the gateway, for click-time protection

Page-level cloud sandbox for behavioral analysis of page and loaded 
content for zero-day protection

Deep interactive scan of clicked links 

If the site is considered malicious, the user sees a block page, sanitized 
preview of the requested web page, reasons for blocking the page and 
an educational phishing video for re-education at the point and time the 
user-error occurred 

Email Security ATP Features 

Anti-spam & Antivirus

Outbound Email Scanning

Email Replay 90 Days

Allow & Deny List

Disclaimers 
(HTML & plain text)

TLS Encryption	

Large Message Handling

Advanced Policies

Custom Policies

DLP

Spoofing Protection

End-User Spam Reports	

LDAP Integration

End-User Access

VB-Checker

Always-On Continuity

Email Link Isolation

Attachment Sandboxing

Email Encryption add-on

Email Archiving add-on

SLA 

Known Virus Detection 100%

Spam Detection 99.9%

Service Availability 99.9%

Management 

Dashboard

Multi-Level Logins & 
Permissions	

Message Logs 90 Days

Spam & Quarantine 90 Day 
Retention
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