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Secure data for your
smart devices!

Adopt a solution that complies with Public Safety standards!

Emergency services need their technological The security of mobile devices is critical.

tools at all times. While ensuring your data flows For Public Security agencies with access

are secured and optimized. Keep your first to high content of sensitive data, securing their

responders safe with a reliable and secure mobile devices is essential.

connection allowing them the best practice of

their profession. The protection of data exchanged through their
smart devices and across wireless networks is

Are you sure your data transfers are secure? therefore essential.

Adding a mobile VPN becomes critical.

Armada is the 4" generation of mobile VPN
developed by Radio IP.

Armada is the only mobile VPN
100% made to meet Public Safety Standards.

Dedicated to smartphones and tablets using
Android and iOS operating systems

Armada ensures:

e Secure remote access to your agency’s network
resources.

e Securing data transmission over different unreliable
wireless networks.

¢ Strong and rigorous authentication of connected
devices.

e EFasy and centralized administration of your device
fleet.

¢ Simple integration, Cloud compatible or on
premise deployment.

¢ Transparent roaming between WiFi and Cellular
networks.
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Advantages

e A unique user experience thanks to a single
authentication.

e No user intervention required on Lost
connection event

e Fast and reliable access to information.
¢ Increase the efficiency and productivity of
your officers.

® Reduced costs: fewer calls to your IT
department, fewer support tickets

¢ 100% software solution to easily establish of

a secure virtual tunnel.
e Compatible with all types of applications.

e Supports all types of WiFi, LTE and Cellular
networks.

Technical
Characteristics

e Solution developed according to open
standards: Mobile, IKEv2.

¢ Simplified integration into your architecture
and deployment.

e Linux Gateway.
e Supports multiple hypervisors.

e Supports multiple authentication standards
(LDAP, Radius, AD, etc...).

e Supports PKI systems.

e Compatible with Mobile Devices
Management solutions (MDM).
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Main
fonctionnalities

e Session persistence to ensure constant
application connectivity

e Complies with data encryption standards:
IPS 140-2, AES 256, FBI CJIS, FirstNet.

e Robust device authentication: certificate
exchanges.

e Group policy management.

e Tunnel segmentation (split-tunnelling).
¢ Public Safety standard grade.

® Seamless Roaming

Operating System:
Armada solution support’s
VVmWare or Hyper-V virtual machines.

Gateway

VmWare ESXi 5.0+ /

Hypervisors Proxmox VE 5.x+

Operating System RedHat 7+ / CentOS

Armada Client

Minimal Android Version Android 5.x+

Minimal iOS Version iOS 11.4 +

Mult-IP Gateway Compatibility

Armada Client Manager Mult IP 5.0.1
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